Wireless Sensor Networks (WSNs) are formed of various nodes that gather parameters in a monitored environment. These nodes interact with each other or can be arranged into clusters controlled by a cluster head that has the task of rerouting the acquired data to a base station. Both the Quality of Service (QoS) and low data quality are common issues in WSNs, mainly prompted by the data fusion mechanism, where a certain amount of low-quality data may affect the overall fusion result negatively. In this paper, a fuzzy-based solution for data fusion in WSNs is presented to provide a better QoS and to reduce the energy consumption. The suggested approach can aggregate only true value rather than process the full data. This purpose is accomplished thanks to a Fuzzy Logic Controller (FLC) implemented within nodes. Besides, the data, which have been separated, are aggregated by a cluster head which also has the responsibility of determining the probability that an event has happened in the monitored environment. Finally, the base station estimates whether an event has occurred and, eventually, raises an appropriate alarm. The results of a real testbed scenario reveal that the proposed method achieves encouraging performance.
Introduction
Wireless Sensor Networks (WSNs) are growing increasingly in everyday life. Home automation, health, industry, and road monitoring are some examples of application fields [1] . In recent studies, conducted in various scenarios, in which WSNs are applied, researchers accomplished that WSNs design has to meet specific features, such as low implementation cost [2] , scalability [3] , low power consumption [4] , Quality of Service [5] , and real-time constraints satisfaction [6] .
In WSNs, sensor measures refer to the values that are gathered. These values are associated strictly with an event that is occurring in the monitored area. It is valuable to highlight that an error can happen if the data sensed by the device diverges from the real value. The value collected by the sensor may be wrong, and, therefore, this error occurs at sensor node level. In some cases, a sensor node itself might gather incorrect data. Moreover, the duplication of data might also lower the QoS. Obviously, both these issues have a different (more or less) impact on the QoS. So, it is evident that specific solutions can be applied to resolve one or both these problems. Regarding errors caused by the sensing device, it is clear that a possible solution is to detect more data (or duplicate them), to understand the correlation between them. However, this mechanism, as mentioned above, may have a relevant impact on the QoS. As a consequence, it is appropriate to apply specific data fusion solutions, supported by different techniques, such as fuzzy logic, with the aim to solve the joint problem (but also individually). For instance, the authors of [7] implement a framework for advanced driver assistance systems, based on fuzzy logic and multisensor data fusion techniques, to reduce the driver's workload and the risk of road incidence. Their approach aims to decrease the load introduced by multiple sensors on board the vehicle through a combined approach between fuzzy logic and data fusion. So, it is a possible solution to the problem of detecting an incorrect value by the sensor and the duplication of the data. It is clear that the goal of data fusion solutions is to decrease the network load while 2 Wireless Communications and Mobile Computing maintaining a certain reliability threshold. However, it is necessary to note that these values (network load, reliability) cannot be determined a priori applying them to all data fusion applications (wireless or wired), but they are closely related to the specific application, which has its own QoS requirements. Regarding the application fields of WSNs, the main aim of the data fusion mechanism is to achieve a greater QoS and to make proper decisions about the events of interest [8, 9] . In data fusion mechanisms, the data collected from various sensors is processed and, subsequently, new information that a single sensor cannot get is created. In fact, data fusion assures that the data quality of the WSN is improved, but also the energy consumption can be decreased since unnecessary information is discarded [10, 11] .
In the literature, several data fusion mechanisms have been introduced with the goal of decreasing the energy consumption in the WSNs [12, 13] . These mechanisms are based on different methods such as probability theory [14] , possibility theory [15] , rough set theory [16] , and DempsterShafer evidence theory [17] . Most of these approaches can eliminate the duplicated data in the fusion process. Nevertheless, these methods do not distinguish specific limitations of the sensor devices. In fact, most of them assume that the entire data, acquired by sensors, are the true value, which is an unreasonable hypothesis. Furthermore, all existing transmission schemes involve both necessary and unnecessary data to the base station. If, on the one hand, it is true that authors' approaches are interesting and promising, in terms of data fusion performance and energy efficiency, on the other hand, it is evident that additional intelligent and innovative solutions can be developed to further improve both the whole data fusion process and, primarily, the energy efficiency.
In recent years, many research works implement soft computing techniques also in data fusion applications [18] . Considering that input and output values of Fuzzy Logic Controllers (FLCs) [19] are real variables mapped with a nonlinear function, they are suitable for numerous engineering problems, mainly for combined problems where traditional control methods do not reach comparatively favorable outcomes. For this reason, in this paper, a fuzzy-based solution for data fusion in WSNs is introduced to provide a better QoS and to decrease the energy consumption. In the proposed data fusion method, a Fuzzy Logic Controller (FLC) is implemented in each sensor of the WSNs to differentiate the real data values from measured data values. Afterward, cluster heads combine data [20] . They are also able to estimate the probability that an event has happened in the monitored environment. During this process, additional data is erased and, consequently, the energy consumption is minimized. The main contribution of the proposed solution is to improve the system performance concerning the QoS and to minimize the power consumption by transferring only the determined probability of the events instead of the entire fused data. However, it is necessary to note that, in some WSN applications, such as, safety systems and industrial automation systems, all the available data must be transmitted. In these application scenarios and real-time WSNs, the solution introduced in this paper could not be suitable. In fact, in real-time or industrial WSNs [21] , the main aim is to meet requirements regarding QoS parameters, bounded latency, high reliability, and dependability. The employment of a data fusion mechanism can undoubtedly raise problems regarding the constraints of the real-time application. For this reason, the fuzzy-based solution introduced in this paper is highly appropriate in applications that do not require strict real-time constraints. Besides, the proposed approach is certainly usable even in soft real-time contexts, where the deadline overruns do not imply irreparable damage to the entire system but only a slight deterioration in performance. A possible application scenario of the solution proposed in this paper can be a generic environmental monitoring, indoor and outdoor, such as those considered in [22] [23] [24] [25] . In fact, this considered reference scenario is not related to real-time constraints since the possible parameters to monitor are the temperature, the humidity, and the carbon monoxide. When their values exceed a certain threshold, then it is evident that an event has occurred in the monitored environment. The purpose of the solution introduced in this paper is to provide a better QoS but also, fundamentally, to reduce the energy consumption of battery-powered wireless devices.
This paper is organized as follows. Section 2 presents an analysis of existing approaches in the literature. Section 3 describes the system requirements and introduces the proposed approach. Section 4 shows the performance obtained with proposed approach and, finally, in Section 5 the paper is summarized, reporting the conclusions.
Related Works
Data fusion approaches can be categorized based on several features. In fact, the similarities among the input data can be utilized to classify data fusion into valuable data, redundant data, and corresponding data. All aggregating protocols are classified into two main categories, which are structure-based and structure-free. In the following subsections, both fuzzybased and structure-based/free methods for data fusion presented in the literature are briefly reviewed.
Fuzzy-Based Data Fusion Approaches.
A method based on fuzzy-evaluation for data fusion, implemented to an environmental monitoring system with multisensors, is introduced in [26] . At first, the amount of the humidity, temperature, ventilation, and other parameters, collected by multiple sensors, is fuzzed. The scheme proposed by authors not only guarantees the accuracy of the monitoring system but also enhances its intelligence. In fact, simulation results reveal that the performance of this technique overcomes that of conventional diagnosis methods, for instance, with single sensors. Nevertheless, the authors do not address the power consumption issue of sensor nodes and do not establish how to implement their approach in real devices.
The authors of [27] suggest a new fuzzy data fusion algorithm, based on variable weight, for WSNs to enhance the reliability and efficiency of the global data fusion method. In the algorithm proposed by the authors, the weight of all cluster head nodes is not fixed in the entire fusion mechanism. In fact, considering that the amount of data, the time delay, and the trustworthiness of each cluster head affect the weight of the final fusion, these weights are defined by a fuzzy inference system. Simulation results show that this algorithm can produce more reliable and accurate fusion results compared to other literature approaches, particularly when there are undetected data or compromised nodes. Nevertheless, this approach has been only simulated by the authors. As a result, it is not possible to consider what would be its impact on an implementation in real devices. In fact, the performance may differ significantly from those obtained through simulations.
A method for fire monitoring and forecasting, based on the fuzzy theory for multisensors data fusion, is presented in [28] . Even in this case, the results confirm the effectiveness of a fuzzy-based monitoring method. On the contrary, a fuzzy logic approach for data fusion to detect faults within a WSN, adopting a statistical process control and a clustered covariance method, is introduced in [29] . In this case, the proposed method aims to overcome uncertainty and falsepositives within the fault discovery process in a WSN. The obtained results are promising. However, in the solutions suggested in [28, 29] , the power consumption of sensor nodes is not addressed, and, moreover, the authors do not consider the QoS as the main requirement for their application.
The authors of [30] present a new hierarchical system for fault determination in a smart power grid, considering the fusion of information obtained by multidata resources. The system is based on fuzzy Petri net. Moreover, it uses dual-data resources to investigate fault diagnosis based on the information of the switch and the electricity. The solution proposed by the authors can ascertain the network topology and the directional weighted fuzzy Petri nets. The fuzzy -means clustering method is employed to outline the final diagnosis decision. Simulation results show that the algorithm not only can effectively solve the drawbacks by using the single data resource for diagnosis but also can achieve the exact result in the case of incomplete information. Nevertheless, the fuzzy approach, proposed in [30] , requires more computation compared to a type-1 fuzzy controller, such the one suggested in this work. Therefore, its implementation may require powerful and expensive hardware, which is not feasible in WSNs.
A new method to obtain a decision through data fusion even when the sources are dissimilar is presented in [31] . In the proposed method, instead of indicating one single weight to each classifier, the distribution of reliability of each source, over the input space, is determined using a fuzzy approximation function. The latter is an assuring framework for dealing with uncertain and incomplete information. The results gained through simulations demonstrate the advantages of the proposed method in reaching decisions with disparate information sources. However, even in this case, the energy consumption is not taken into account.
Structured-Based and Free-Based Fusion Methods.
The structure-based techniques can be grouped into three categories, which are clustering, tree, and grid. It is useful to note that, usually, in cluster-based data fusion approaches, the sensor nodes are clustered into distinct groups each of which has its cluster head. These nodes deal with the merging of collected data to decrease information transmission in wireless networks [32] . In [33] , the goal of the authors is to simplify the data fusion mechanism in a WSN. To this end, they propose a protocol for sensor information systems in which all nodes must be placed in a stationary linear chain. Moreover, these nodes need to be conscious of each other positions to determine the closest neighbors. It is useful to note that in the protocol proposed in [33] all the sensors need to combine the obtained data, to provide the same size of collected data, and transmit it to the nearest neighbor. This method constantly happens to reach the closest node to the sink, named leader node (i.e., the cluster head), that fuse the whole acquired data packets. The results presented in [33] prove that the proposed protocol can be employed in a largesize WSN, but it requires significant energy consumption.
The main aim of tree-based methods is to arrange all sensor nodes into a tree and make them capable of aggregating the data [32] . Subsequently, a reduced amount of data is forwarded to the root node of the tree. The central feature of tree-based approaches is labeling the data through the information of the whole network. There are some benefits in employing tree-based techniques, such as the reduction of the communication among neighboring nodes. Nevertheless, there are also lacks. In fact, not only the power consumption is considerably high but also the delay introduced by the protocol is not negligible, notably in a large-size network. A suboptimal tree-based fusion protocol is presented in [34] trying to overcome these difficulties. The main purpose of the authors is to produce a plausible minimum tree towards the base station. The results obtained through simulations are promising. However, it is important to highlight that the proposed solution does achieve reliable performance when network conditions are fickle.
In grid-based data fusion approaches, sensor nodes cannot communicate with each other. In this case, they compose a particular virtual grid used to forward data packets only towards a predefined data aggregator. The authors of [35] propose a hybrid system consisting of in-network and gridbased fusion techniques. The goal is to increase the performance of the data aggregation. In fact, an aggregator node is determined when an event happens, whereas the other nodes still preserve the log of previous occurrences in a specific table. On the contrary, when a sensor recognizes an event, it examines its table (past situations) and distinguishes the nature of the current event. Although this proposed hybrid system is attractive and has sufficient performance, all the data from each node is required to be elaborated and forwarded. As a consequence, the energy is not utilized efficiently. Besides, an additional mechanism to limit data repetition is not taken into account.
Structure-free data fusion approaches are the appealing solution that can be employed in WSNs with periodic variations [32] . In fact, this method is likewise suitable for monitoring and control systems that do not expect any planned arrangement. It is useful to highlight that various studies for data aggregation have been introduced in this domain. For instance, the algorithm presented in [36] applies both fuzzy inference and neural networks. The approach, after collecting and analyzing some environmental information, such as smoke density and temperature, outlines whether a fire has happened. More in detail, the solution proposed by the authors improves the correction precision, but both the power consumption and data compression are not taken into account. Still in the research field of structurefree data fusion approaches, in [27] a data fusion approach for WSNs, based on variable weight fuzzy inference system, is suggested by the authors. The goal is to enhance the reliability and the efficiency of the data fusion mechanism in a Wireless Sensor Network. In this case, unfixed and distinctive fusion weights are designated to each cluster head. These weights are calibrated using a fuzzy logic inference system, considering several features, such as the integrity of the cluster head, the quantity of data, and the delay in network communication. As a result of the mechanism proposed by the authors, the acquired and fused data packets are more accurate and reliable. However, the energy consumption issue is not addressed even in this case. Section 2 has revealed explicitly that in the literature various techniques aim to improve the QoS of the network through the data fusion. Nevertheless, most of them did not take into account the message overhead, the energy consumption, and, mainly, the implementation on real devices.
The Proposed Approach

Requirements.
A data fusion process can be applied in a WSN to bypass heavy traffic and to save energy. These problems are caused by the transmission of redundant data packets to the base station from each sensor node. For this reason, a data fusion scheme can be adopted to aggregate the collected data from the other sensors in every node belonging to a generic WSN. On the contrary, regarding data fusion mechanism introduced in this work, a generalized block diagram is shown in Figure 1 . The sensor nodes 1, 2, . . . , gather data from the monitored environment. These nodes, then, forward the obtained data to a fusion node through a direct point-to-point wireless link. Afterward, this node will produce one single internal representation of the monitored environment from received inputs. The base station then utilizes this unique representation. As a consequence, the base station, in general, does not have access to the individual sensor measurements. The conditions of both the monitored environment and the sensor nodes can also change swiftly, and, for this reason, the data acquired by the base station might not be the true values. Various useless data packets are generated and forwarded from each sensor node in every round of data gathering, but, in many circumstances, a sensor node is not able to acknowledge them, while it creates data packets for further process, whereby these data are transmitted to the fusion node and, consequently, aggregated with the other true value data. As a result, they can have negative effect on making proper decisions. Moreover, this can lead to quite high energy consumption in the WSN. So, it is necessary to better manage the unnecessary data, in addition to redundant data transferred from sensor nodes.
Another requirement to consider is the data quality. In fact, to enhance the QoS in the WSN, it is essential to make sure that the readings and the measurements of the sensor are true values to be used. Several environmental characteristics can affect a sensor node behavior. These factors can decrease or increase the output signal of the sensors. Furthermore, nonoperating environmental limits, such as a high or low temperature, usually influence the sensors' performance.
Data redundancy is another major requirement. Specifically, the redundancy in WSNs is defined as the use of redundant data, for instance, extra bits to describe the events of interest. In most cases, the quality of the obtained data can decrease if information, for a specific event in a location, is received from different sources. Typically, sensor nodes in a WSN are deployed densely, and thus they provide a significant amount of redundant and duplicate data. This feature may cause packet collisions, bandwidth waste, and energy consumption. On the contrary, the removal of additional data improves the overall quality of the acquired data and decreases the number of transmissions from source nodes to the base station. However, the fuzzy-based solution introduced in this paper is highly suited for applications that do not require strict real-time constraints. In addition, the proposed approach is certainly useful even in soft realtime contexts, where the deadline overruns do not imply irreversible damage to the entire system but only a slight deterioration in performance. It is necessary to use proper techniques and approaches to overcome the issue of redundant and duplicate data. The key idea is that sensor nodes combine and transfer their data generating a lower traffic, instead of sending messages for each event individually. Besides, it could be useful to determine only the probability that an event has happened at the base station, whereby only the necessary information related to estimated probabilities can be sent out to the base station. If the probability of existing events is more than a predetermined threshold, the system transmits the information to the base station.
Fuzzy Logic Controller.
It is necessary to specify that the application context of the solution presented in this paper refers to a general environmental monitoring. In this environment, different physical quantities are gathered, such as, temperature, humidity, or carbon monoxide. The scheme of the proposed data fusion solution is depicted in Figure 2 . At the first step, the sensor nodes gather data ( 1, 2, . . . , ) and determine a confidence factor (CF) for each collected data packet in each round. A Fuzzy Logic Controller (FLC) is implemented on each sensor node to calculate the CF individually. The purpose of this FLC is to obtain a confidence level of the obtained data considering the current condition of the sensor nodes. The FLC, implemented in the sensor node, is shown in Figure 3 . The controller receives crisp input values of temperature ( ), humidity ( ), and carbon monoxide ( ) gathered by the sensors, which are converted into linguistic values by using a chosen set of membership functions. The purpose of a FLC is to refine these linguistic values through an inference system, by using a set of if-then rules. In detail, these rules are coupled in the FLC, which returns a membership function, represented, in this paper, by Gaussian functional shapes [37] . A Gaussian membership function is defined as follows:
Wireless Communications and Mobile Computing
where is the membership function center and defines the membership function width. The linguistic output can be outlined through this function. The Gaussian model takes crisp inputs and provides crisp outputs. This mechanism is carried out by user-defined fuzzy rules and taking into account also user-defined fuzzy variables. The procedures of the Gaussian rules can be defined in four steps:
(i) Mapping each of the crisp inputs into a fuzzy variable (fuzzification)
(ii) Determination of the output of each rule given its fuzzy antecedents (iii) Determination of the aggregate output(s) of all of the fuzzy rules (iv) Mapping of the fuzzy output(s) to crisp output(s)
Gaussian functional shapes have been adopted because the precision increases considerably, without degrading the computational performance, as confirmed in [38] . The FLC produces a confidence factor (CF1, CF2, . . . , CF ) for each sensor data ( 1, 2, . . . , ) that is obtained in real-time. The FLC determines if the temperature, the humidity, and the carbon monoxide values are in the satisfactory range. To achieve that, FLC examines its input measures with the desired range for each sensor. The latter, for each sensor, can be found on its specified datasheet. Anyway, the occurrence of an event must meet some conditions (thresholds are exceeded), such as temperature ( ) > 100 ∘ C, humidity ( ) < 50 (RH%), and carbon monoxide ( ) > 100 (ppm).
It is essential to note that there is no issue where the sensor nodes behave abnormally, for instance, by interacting with an event out of context, since they are planned only to gather environmental parameters and to treat them through the fuzzy controller. The output of the FLC, for each sensor, can be 100% only if the environmental factors are in the acceptable range. If the obtained value is outward the range, the FLC returns a confidence factor (0% ≤ CF < 100%) for the gathered data. Also, in this case, each node compares the estimated CF with a decided threshold. If the generated CF is less than the threshold value, then the data is disregarded. Contrarily, it is forwarded to the cluster head in a data message. This action limits the occupation of data that does not present the true values. The final step of the FLC consists in the conversion of the received CF value into crisp logic decisions (defuzzification). The defuzzification process of the proposed FLC is based on Mizumoto's functions centroid and maximum [39] .
As depicted in Figure 2 , at the second step, the cluster heads are responsible for aggregating the acquired data from the cluster members (sensor nodes). The cluster heads start the data fusion process at the end of each round of data collection. To aggregate the full obtained data from cluster members, the following equation is adopted:
where is the acquired data from the same kind of cluster members, CF is the confidence factor of the obtained data, and AD (Aggregated Data) is a mixture of the data from the same kind of sensor nodes. In fact, AD is a combination of the data with a higher confidence as it combines the entire data received correctly based on their confidence factors. Considering various sources of one kind of sensor nodes in distinct locations, AD provides an accurate view of the monitored environment. It is necessary to note that AD is estimated for the three classes of deployed sensor nodes separately ( , , ) and, for this reason, there is a set of AD that is saved in a matrix with one row and columns. The following equation represents this matrix:
For instance, let us consider various sensors ( , , ) deployed on a cluster-based approach. Over a period, the temperature sensors can gather the values of 25 ∘ C, 20 ∘ C, and 15
∘ C with the confidence factors of 0.82, 0.77, and 0.58, respectively. As a result, considering (2), the aggregated temperature data (AD ) is 20.55. In the same way, the aggregated humidity data (AD ) and the aggregated carbon monoxide data (AD ) are 37.35 and 28.18, respectively. Considering (3), in this case, the matrix would be AD = {20.55, 37.35, 28.18} .
As depicted in Figure 2 , the obtained AD is processed by another fuzzy inference system in the cluster head. In this case, the output is the probability of occurring events in the monitored environment. This Fuzzy Interface System analyzes AD based on the provided fuzzy rules. The FLC merges these rules and returns a membership function, represented, in this paper, by Mamdani triangular functional shapes [37] . As a result, it is feasible to set, through the inference mechanism, the correct output according to the fuzzy inference rules presented in Table 1 .
Let us consider an example to determine an event occurrence. Considering rule 3 in Table 1 , if the measured valued of AD is "low" and the others related to AD and AD are "high" and "low," respectively, the probability that an event has occurred is "low." In other words, if the calculated probability in the clustered nodes has not changed, the cluster head does not forward the data packet to the base station. On the contrary, the probability of the events in their controlled areas is forwarded by the cluster heads. However, the change in the probability does not guarantee an accurate detection, and it is only acknowledged as a potential event in the monitored environment. For this reason, to make sure that the detection is correct, the base station requires controlling and processing regularly the collected probabilities that are produced over the time. In fact, all the obtained probabilities are constantly treated by the base station. If a continuous variation is noticed, the event is notified to the alerting subsystem by the base station. On the contrary, the algorithm proceeds in collecting data. It is necessary to note that the mechanism in cluster heads to communicate their data to the base station can operate even when the channel condition is poor because only a few data that do not require the optimal conditions in the channel are forwarded. In this way, the base station can collect updates from cluster heads and then assess whether there have been changes in the probabilities.
Experimental Results
A real test-bed scenario has been deployed to evaluate the soundness of the proposed solution. The processing unit of the used prototyping boards (Figure 4) is the Microchip PIC24FJ256GB108 microcontroller [40] , which combines the control characteristics of a microcontroller unit with features typical of a digital signal processor (DSP). This microcontroller is perfect for low power applications. Moreover, another important feature is the availability of many serial ports and autonomous timers. Furthermore, it is suitable for embedded control and monitoring applications, due to the large amounts of memory for buffering and flashing. The prototyping boards deployed in the test-bed scenario have been provided with the IEEE 802.15.4 MRF24J40MB transceiver from Microchip Technology [41] , temperature, and humidity sensors (SHT21 Humidity/Temperature Sensor) from SENSIRION [42] and an electrochemical carbon monoxide sensor (TGS 5042) from FIGARO. [43] . Table 2 shows the operating range of the used sensors. An amount of 14 nodes has been used: 12 sensors, 1 fusion node, and 1 base station. The same prototyping board, equipped with the transceiver [41] , has been used for all nodes.
The main aim of the experimental scenario has been to analyze the expected amount of truly collected data also evaluating the QoS in the WSN. In each round, several data packets have been produced and forwarded. The percentage of correctly received data, the average value of transmitted packets, and the ratio of Throughput to Workload (TW) have been measured. TW value has been obtained according to the following equation:
where Th (throughput) is the number of packets transmitted by the device and Wl (workload) is the total number of packets that the device has to send. Moreover, the energy consumption, in each round of data collection, has been estimated according to the approach proposed in [44] . The obtained results have been displayed on an LCD screen connected to the prototyping board. Besides, the microcontroller continuously sent the output data to a computer by a serial cable to measure and plot the performance. The results have been compared with a variable weight based fuzzy data fusion algorithm for WSN proposed by Wang et al. in [27] because it is a distributed fuzzy-based data fusing algorithm that enhances the QoS in WSNs, similar to the one introduced in this paper. Moreover, the proposed solution has also been compared with the fuzzy-based data fusion approaches presented in [28] by Wang et al and in [29] by Shell et al. However, it is necessary to note that in the latter two methods the power consumption of sensor nodes is not addressed, and the authors do not consider the QoS as the main requirement for their application. At last, it is necessary to note that the duration of the test campaigns has been 90 minutes with a sampling time set to 1 second. The first obtained results regard the percentages of correct received data by the base station, using both the proposed solution and Wang et al's. one, in each round of data gathering. For simplicity, in Figure 5 , only the first 20 rounds of data collection are depicted. As it is possible to note, the proposed method provides a greater percentage of valid data compared with the other solution. These results have been attained due to the removal of incorrect data to prevent the corruption of valid data throughout the fusion process. Besides, the data of fusion process have been forwarded into the cluster head to evaluate whether there was a difference associated with the collected data. At the end, the base station, processing the received data, can discover if an event is recognized precisely. It is important to highlight that Wang et al. method achieved lower performance since the quality of gathered data is estimated based on their designated weights. Nevertheless, these weights are counted on all data, covering both true and incorrect values of data. Consequently, in Wang et al., since the cluster head aggregates the entire collected data, the true values might be affected by the incorrect data in the fusion process. The solutions of Xiangdong et al. and Shell et al. achieve a lower performance since they do not consider the QoS as the main requirement for their application. The second test campaign has been focused on determining the average of the data packets that have been forwarded to the base station. Figure 6 presents the results obtained with the proposed solution compared to those of Wang et al., Xiangdong et al., and Shell et al. In some cases, during the measurements, the values obtained with the proposed method are lower because the entire data do not need to be transmitted. In fact, they are not all true values. In the proposed approach, the incorrect values are excluded from transfer and modeling processes. Furthermore, the cluster head does not expect to transport the fused data as it can discover the probability that an event has happened. The cluster head sends the assessed probability only if irregularity is identified, after a comparison with historical data. In this way, the data that is addressed to the base station represents only the chance that an event has occurred. Even in this case, the approaches of Wang suggested network topology is cluster-based and the obtained data are mixed based on the prescribed weights on clusters. As a consequence, these designated weights strengthen the impact of the incorrect data on the true values during the fusion process. In Figure 7 , the Th/Wl behavior obtained with the proposed solution compared to those of Wang et al., Xiangdong et al., and Shell et al. is depicted. As it is possible to note using the suggested method, Th/Wl fluctuates between 85% and 70%. These values are satisfactory mainly in those application scenarios with a moderate or high variation of data, for example, temperature, humidity, or carbon oxide detection, where the essential thing is to assure a high Th/Wl performance because alarms must be raised in real-time. The Th/Wl behavior using Wang et al. proposal shifts within 75% and 60%, while those of Xiangdong et al. shift within 70% and 65%. Although these values may be admissible in a monitoring context, even in this case, they achieve lower performance than the approach introduced in this paper. The worst performance has been obtained with the approach of Shell et al. since Th/Wl fluctuates between 55% and 45%. In this case, these values could not be suitable for a monitoring context. Finally, the energy consumption has been measured, and the obtained results are shown in Figure 8 . These results are very encouraging and prove how the proposed fuzzybased solution allows a significant decrease in the sensor's energy consumption through a careful management of their activities. In the proposed approach the amount of data packets within the network is decreased, and, for this reason, the power consumption is reduced significantly. As presented is Figure 8 , the proposed solution minimizes the energy consumption in the WSN, gaining better performance than the other methods. The reason is that a lower number of packets are transferred in the network. The approaches of Xiangdong et al. and Shell et al. achieve the worst performance, regarding the energy consumption, because, as mentioned above, they do not address the power consumption.
Conclusions
A fuzzy-based solution for data fusion in WSNs to provide a better QoS has been proposed in this paper. The proposed method applied a cluster-based network, where cluster members gather data from the monitored environment constantly until a target event is identified. The certainty that the data to be forwarded within the network matches that truly gathered ones is a key feature in a WSN. For this reason, in the proposed approach, a Fuzzy Logic Controller has been realized in each sensor node. In fact, this FLC taking as input the collected values, such as temperature, humidity, and carbon monoxide, defines a confidence factor for each obtained data. Each sensor can group its data into true and untrue data utilizing the calculated confidence factor. Afterward, for further processing, these data are forwarded to the cluster head whose main task is to aggregate the collected data. The cluster head, instead of transmitting the summed data to the base station, estimates and forwards the probability that a specific event has occurred in the monitored Wireless Communications and Mobile Computing 9 environment. This probability is determined through a fuzzy inference system realized within the cluster head. If the estimated probability is greater than a set threshold, then it is delivered to the base station that verifies whether the obtained data is accurate enough before alerting the alarm system. Several test campaigns using real prototyping boards have been carried out to assess the validity of the suggested solution. The percentage of correctly received data, the average value of transferred packets, the ratio of Throughput to Workload, and the energy consumption have been determined. The results achieved with the proposed method are very encouraging and, besides, have been compared to another approach in the literature, always getting better performance.
The usefulness of the proposed system on real components has been proven through an implementation on the Microchip PIC24FJ256GB108 microcontroller [40] , a COTS device available at affordable price. The possible impact of the proposed solution is broad as it can be widely and efficiently applied in practice, being a nonexpensive system to realize.
In the future, the solution introduced in this paper will be examined on networks with a higher density. Its complexity and the possibility of introducing further input variables will be assessed to improve the inference mechanism of the approach and to measure how it enhances both the whole network life-cycle and the QoS.
Another objective for future research on the system here addressed is to augment the solution suggested in this paper with a neural network capable of forecasting the environmental conditions, that is, to predict the requirements at different times of the day or on different days of the week. This combination would enable the fuzzy controller to perform its choice taking into account not only the current status as detected by the WSN but also the possible short-term evolution of the environmental conditions.
